Abstract The thermal (emitted) infrared frequency bands (typically 20-40 and 60-100 THz) are best known for remote sensing applications that include temperature measurement (e.g. non-contacting thermometers and thermography), night vision and surveillance (e.g. ubiquitous motion sensing and target acquisition). This unregulated part of the electromagnetic spectrum also offers commercial opportunities for the development of short-range secure communications. The 'THz Torch' concept, which fundamentally exploits engineered blackbody radiation by partitioning thermally generated spectral radiance into pre-defined frequency channels, was recently demonstrated by the authors. The thermal radiation within each channel can be independently pulse-modulated, transmitted and detected, to create a robust form of short-range secure communications within the thermal infrared. In this paper, recent progress in the front-end enabling technologies associated with the THz Torch concept is reported. Fundamental limitations of this technology are discussed; possible engineering solutions for further improving the performance of such thermal-based wireless links are proposed and verified either experimentally or through numerical simulations. By exploring a raft of enabling technologies, significant enhancements to both data rate and transmission range can be expected. With good engineering solutions, the THz Torch concept can exploit nineteenth century physics with twentieth century multiplexing schemes for low-cost twenty-first century ubiquitous applications in security and defence.
Introduction
Optical wireless communications have been widely used in modern communication systems. Transmission windows having relatively low atmospheric attenuation support the use of optical sources at specific wavelengths (e.g. 800 and 1550 nm and 10 μm) [1] . For 800-nm wireless links, low-cost light-emitting diodes (LEDs) and silicon-based photodiodes can be employed in the front-end of the transmitter and receiver, respectively. The main drawback for 800-nm technology relates to eye safety: it can potentially induce thermal damage to the retina [2] . The cornea is opaque to radiation at wavelengths above ∼1.4 μm, greatly reducing ocular hazards. As a result, 1550-nm technologies are preferred from a safety perspective. However, detectors available for this range, which are usually made from germanium (Ge) or indium gallium arsenide (InGaAs), are more expensive when compared to silicon photodiodes. Moreover, both 800 nm and 1550 nm experience atmospheric absorption, scattering losses and scintillation effects [3] , limiting their applications to indoor short-range communications.
By moving to the mid-or long-wavelength infrared (MWIR or LWIR) regions, improved link and increased transmission distance can be achieved, due to a lower susceptibility to atmospheric affects. For example, the 3-5-and 8-14-μm atmospheric transmission windows can be used, for their superior penetration of atmospheric obscurants such as fog, smoke and dust [4] . Within the MWIR (3-8 μm or 37-100 THz) and LWIR (8-15 μm or 20-37 THz), quantum cascade lasers (QCLs) [5] [6] [7] and 10 μm (or 30 THz) CO 2 lasers [3] are generally employed. However, these laser sources would be considered extravagant (non-ubiquitous) products for the domestic market, and only high-end users (e.g. scientific or military) can justify their high cost and, with the latter, physically accommodate their large size.
On the other hand, there have only been a limited number of enabling technologies using thermal sources 'beyond the THz horizon' (3-30 μm or 10-100 THz) to support wireless communications. This offers opportunities for developing such systems within this largely unregulated part of the electromagnetic spectrum. The 'THz Torch' concept was recently introduced by the authors for providing secure wireless communications over short distances within the thermal infrared [8] [9] [10] [11] [12] [13] . Both single-and multi-channel wireless links have been reported; the resilience to interception and jamming with 2.56 kbps frequency division multiplexing (FDM) and 0.64 kbps frequency-hopping spread-spectrum (FHSS) systems has been demonstrated experimentally [11] . Furthermore, the radiation mechanisms for the basic thermal source transducers [12] , as well as the power link budget analysis for the system were previously reported [13] . In this paper, we discuss recent advancements in the front-end enabling technologies associated with the THz Torch concept for wireless communications, which go beyond what has already been published.
Background

Single-Channel Wireless Link
The basic architecture for a single-channel thermal infrared THz Torch link is deliberately kept simple, as shown in Fig. 1 , to keep implementation costs down. With this original setup, the transmitter consisted of five miniature incandescent light bulbs connected in series. The thermally radiated output power was modulated using on-off keying (OOK) with nonreturn-to-zero (NRZ) pulses and then filtered by an optical coating band-pass filter (BPF).
At the receiver, the input power was first filtered (by an identical optical BPF) and then detected by a pyroelectric infrared (PIR) sensor. The output signal voltage from this detector was further amplified and digitized by the back-end electronics, which contains a baseband low-noise amplifier (LNA), baseband BPF and Schmitt trigger.
The original single-channel THz Torch demonstrator [8] operated within an octave 70 % transmittance bandwidth (25-50 THz), which is defined by the optical coating BPF shown in Fig. 2 . In practical implementations, PIR detector LME-553, made from lithium tantalate (LiTaO 3 ), was chosen for the following characteristics: (1) detect thermally radiated power, (2) ultra-wide spectral range, (3) room temperature operation capability, (4) relatively fast millisecond response time, and (5) ultra-low cost [16] . The output voltage from the LME-553 was amplified by an LNA having a voltage gain of 100. The signal from the LNA was then filtered by a fourth-order Sallen-Key Butterworth baseband BPF.
Compared to optical wireless communication systems operating at other wavelengths, our thermal-based system is inherently low cost and potentially has a high level of resilience to interference and jamming [11] . With the former, the cost for the complete system is significantly reduced, as thermal sources and detectors have been employed. Systems based on 800-nm LEDs have similar cost and complexity, but LEDs are not spectrally tunable, and the output power has to be limited under a specific safety threshold. In contrast, the output power level and radiance peak for thermal sources can be controlled simply by adjusting the bias current, although this may come with the penalty of lowering spectral power conversion efficiency (from DC). Moreover, our wireless communication system can be considered to be eye-safe, as the shortest operation wavelength is >3 μm. With the latter, it has been experimentally verified that in order to undermine the inherent immunity to interference and interception, both the jammer and intruding receiver, respectively, must be designed to have (1) a significant amount of overlapping spectral channel bandwidths, (2) similar modulation frequency, (3) line-of-sight detection and (4) synchronized hopping pattern (with FHSS) [11] . The main drawbacks of using thermal-based sources are the inherently low switching speed (requiring a separate high-speed modulator) and lack of signal coherency, leaving only the power intensity of the thermal source to be modulated and measured.
Multi-channel Thermal Infrared THz Torch System
With modern communication systems, multiplexing schemes can offer important benefits, including increased overall end-to-end data rates (with band-limited channel assignments) and higher levels of security. Both frequency division multiplexing [10, 11] and frequency-hopping spread-spectrum [11] schemes have been demonstrated with four-channel implementations. To define the four non-overlapping frequency bands, within the thermal infrared, 1-mm-thick optical coating band-pass and long-pass filters are used. The measured transmittances for all channel filters are given in Fig. 2 , from 20 to 100 THz, for channels A, B, C and D.
The basic architecture for a four-channel THz Torch FDM scheme is illustrated in Fig. 3a , where the frequency spectrum is divided up into four non-overlapping frequency bands. Each channel has the same hardware implementation as the single-channel system. In addition to FDM, a FHSS scheme can be implemented to enhance immunity to detection, interception and interference, for secure applications, as illustrated by the proof-of-concept demonstrators shown in Fig. 3b [11] . With the FHSS scheme, the endto-end serial data stream is transmitted into the same pre-defined channels, but only within one channel at any time-dictated by pseudo-random channel allocation. Slow frequency hopping (SFH) was employed to transmit a 1000-bit data packet through individual channels, within a single hop. For convenience, a pre-determined pseudo-random hopping pattern was applied to both the transmitter and synchronized receiver to establish the secure end-to-end communication link. 
Limitations and Engineering Solutions for THz Torch Technology
Until now, the maximum measured data rate reported for current multi-channel thermal infrared THz Torch wireless communication systems was 0.64 kbps per channel. This data rate was to a greater extent limited by the rotational speed of the large bespoke (stepper motorbased) mechanical chopper and to a lesser extent by the spectral location and bandwidth of the channel filters [11] . The 25-50 THz (70 % transmittance bandwidth) single-channel system is used to investigate the fundamental performance limitations for the thermal-based wireless link; possible engineering solutions for each limitation are proposed and verified.
Spreading Loss, Collimating Lenses and Reflectors
Spreading loss has been found to be one of the most significant fundamental limitations, which can be compensated for. Unlike laser sources, which have very narrow beamwidths, radiation from open thermal sources is isotropic. From the Friis equation, in the far field, received power density is inversely proportional to the square of the transmission range [13] . With the previously demonstrated multiplexing systems setup [11] , having a range set to 3 cm and bias current of 80 mA (giving a source temperature of 772 K, or total output power of 97.5 mW), the measured bit error rate (BER) was ∼10 −3 . With thermal sources, the most obvious partial-solution is to introduce a surface aperture, from which energy can be radiated. For example, a high reflectance parabolic surface with cylindrical extension is an efficient solution for maximizing the forward radiated power. A high transmittance collimating lens can then be employed. With the former, reflectors have been widely used in many thermal sources to maximize the output level of radiation from the package. However, to date, no reflector has been used with our experiments. It is believed that future systems will adopt metal-coated parabolic reflectors to enhance the directed powerimproving performance significantly.
In principle, potassium bromide (KBr) is an excellent material for making collimating lenses, due to its high transmittance (∼90 % transmittance from 0.4 to 20 μm or 15 to 750 THz) and relatively low chromatic dispersion across our spectral range of interest (3 to 30 μm or 10 to 100 THz). Figure 4 shows the power transmittance of KBr with a sample thickness of 10 mm [17] .
The 25-50-THz single-channel wireless link was used to evaluate the effectiveness of adopting KBr collimating lenses at both the transmitter and receiver. In this experiment, a standard small (free-running motor-based) optical chopper was employed. Figure 5 shows the measured BERs without lenses, as a function of the transmission range and data rate, respectively. Here, the BER was evaluated using 2 × 10 6 bits of input data. The output voltage from the Schmitt trigger was recorded using a PicoScope 2205 MSO digital oscilloscope and compared with the original binary sequence to record the BER.
The second experiment employs two commercial-off-the-shelf (COTS) 1.5-cm-diameter KBr plano-convex lenses (with a focal length of 1.6 cm). With a fixed distance of 1.6 cm between the lens and the source/sensor, the measured spot size at the receiver is ∼2 mm in diameter, which is smaller than the 3.0 × 3.0 mm 2 sensing element of the detector. Figure 6 shows the new BER performance, as transmission range and data rate are increased from 5 to 17 cm and 2 to 4 kbps, respectively.
As expected, transmission range and BER have improved significantly with the use of lenses. For example, from Figs. 5a and 6a, at 2 kbps and with an 80 mA bias current, range has increased 3.4-fold (from 3.5 to 12 cm); while the BER has also increased 6.2-fold (from 1.3 × 10 −5 to 8.0 × 10
−5
). Also, from Figs. 5b and 6b, at 3.2 kbps and with an 80-mA bias current, range has increased fivefolds (from 1 to 5 cm); while, the BER has also increased 1.8-fold (from 2.0 × 10 −4 to 3.5 × 10
). Clearly, with the use of collimating lenses and for the same transmission range, the received power at the detector has increased significantly, resulting in a much better signal to noise ratio. Finally, the measured maximum data rates (with no bit errors for the 2 × 10 6 bits of input data) against transmission range, with and without KBr collimating lenses, are recorded in Fig. 7 . It can be seen that the introduction of lenses dramatically improves both the maximum data rate and transmission range. Moreover, the bit error rate performance is less sensitive to range with the use of lenses. 
Lens Materials for Thermal Infrared Applications
While having an excellent spectral performance, KBr is hygroscopic and not cost-effective. Materials that exhibit high transmittance and are stable over time are needed. One possibility is to deposit a very thin passivation layer over the KBr lens to provide sufficient hermeticity. Alternatively, non-hygroscopic zinc selenide (ZnSe) also has a high transmittance across a wide spectral range, from 0.5 to 19 μm or 16 to 600 THz. With broadband anti-reflection (BBAR) coatings, ZnSe lenses are commercially available [18] . Moreover, synthetic (CVDgrown) diamond has high transmittance (∼70 %) from the far-IR to the ultraviolet range [19] . Another material worth mentioning is the thallium bromoiodide (KRS-5). This material is quite similar to KBr, but much less hygroscopic. Figure 8 shows the power transmittances for these three materials within our spectral range of interest. [18] and [19] , respectively) and 5-mm-thick KRS-5 (raw data sourced from [20]) Polymers also offer transmission windows within the 10 to 100 THz spectral range. For example, polytetrafluoroethylene (PTFE, Teflon) can provide several transmission windows; including 6.7-13.6, 24-33 and 40-300 THz, covering the majority of our spectrum of interest. Polypropylene (PP), high-density polyethylene (HDPE) and polymethylpentene (TPX®) also have transmission windows within the thermal infrared, as shown in Fig. 9 . PTFE is particularly noteworthy, as it conforms quite well to our four-channel spectral allocation. Importantly, these polymers are cost-effective and can be fabricated using 3D printing techniques [22, 23] , for example, to realize Fresnel lenses with inherently reduced mass, volume and power loss.
Increased Channel Density
Tungsten filaments are not considered good thermal emitters, due to the large thermal time constant and low emissivity. Moreover, having glass envelopes (e.g. with the miniature COTS incandescent light bulbs used in our earlier proof-of-concept demonstrators), the output radiated power is significantly reduced because of the high absorption of the window glass below ∼65 THz [12] . For these reasons, more efficient but also more expensive miniature COTS thermal emitters can be used. When compared to miniature incandescent light bulbs [12] , they have higher emissivity (>80 %) elements, similar emitting areas and do not need glass windows [24] . This significantly improves the transmitter's power conversion efficiency. Furthermore, since they can be modulated at higher frequencies (up to 100 Hz), mechanical choppers are no longer needed, making the complete system more compact and lightweight. In addition, real (or pseudo-random binary sequence) data can be transmitted at relatively much higher rates since inertia limitations associated with stepper motor-based mechanical choppers are avoided.
Moreover, with the considerably more thermally radiated output power available from COTS thermal emitters, with sizes comparable to incandescent light bulbs, the channel bandwidth can be reduced to maintain the minimum required output power to meet operational needs. As a result, more channels can be introduced within the same spectral range of interest. Without the mechanical chopper, each channel operates at the lower speed of 100 Hz but can still maintain or increase the end-to-end data rate.
For example, if an end-to-end data rate of 4 kbps is required, a four-channel system has to operate at 1 kbps per channel. This channel data rate cannot be achieved easily by the thermal emitter alone (as it may require an additional external modulator) and is not optimal for most pyroelectric sensors. With the former, COTS thermal emitters normally have a rise/fall time of ∼10 ms, giving a typical highest modulation frequency of 100 Hz [24] . Some vacuum emitters can have a rise/fall time of ∼5 ms, further increasing the modulation frequency [25] . With the latter, the LME-553 detector has a flat detectivity spectral response between 10 and 60 Hz, as shown in Fig. 10a . With a 1-kHz modulation speed, the signal to noise ratio (SNR) of the complete system is degraded, due to having a lower specific detectivity relative to the optimal modulation region of 10 to 60 Hz. Having said this, the LME-553 detector can still operate up to several kilohertz, as long as the minimum required input power meets operational needs. By introducing 16 channels, each operates at 250 Hz, closer to the optimal operation range, which further improves the SNR performance.
Sixteen-channel thermal infrared THz Torch systems are currently being developed for a variety of different applications. For example, with coarse spectroscopy, 16 matched pairs of COTS narrowband BPFs, within the spectral range from 20 to 80 THz, provide 16 discrete spectral data points. As can be seen from Fig. 10b , the filter specifications and spectral coverage are not ideal, due to the inherent limitations of optical coating filters. However, it was still possible to sample the spectral range of interest. The measured power ratio (power transmittance in transmission mode or reflectance in reflection mode) with and without a sample under test can be compared with pre-characterized spectral signatures with a material database. The resulting spectrometer can operate at room temperature, be lightweight, compact and at a very low cost [26, 27] . Unfortunately, optical coating filters are not frequency-scalable, which limits filter specifications and spectral coverage availability.
Integrated Frequency-Selective Thermal Emitters
In principle, the thermally radiated output power from a blackbody source can be spectrally filtered by an inductive (band-pass) metal mesh filter [28] . However, at thermal infrared frequencies, free-standing metal mesh filters are not mechanically robust, as the thickness of the metal layer has to be kept thin in order to avoid waveguide Fig. 10 a Measured detectivity versus modulation frequency for the LME-553 sensor [16] and b power transmittances for the 16-channel narrowband filters modes, while substrate-based filters will have a Fabry-Pérot etalon, since the thickness of substrate is comparable to the wavelength inside. Therefore, at thermal infrared frequencies, both types of filters face challenges in terms of design and fabrication.
As an alternative to using wideband thermal emitters (such as blackbody sources), frequency-selective thermal emitters can be employed, having a dielectric spacer layer that is thin enough to avoid in-band Fabry-Pérot resonances. According to Kirchhoff's law of thermal radiation, the absorptance of a material at thermal equilibrium is equal to its emissivity. Therefore, high absorptance (emissivity) can be obtained from a structure that minimizes both transmittance and reflectance. Cross-shaped capacitive metal mesh structures have been used to create near-blackbody radiators/absorbers with frequencyselective properties within the terahertz [29] , mid-infrared [30] , offering the ability to engineer the desired spectral emissivity profile within the thermal infrared.
For example, with the frequency-selective thermal emitter design shown in Fig. 11 , CST Microwave Studio® was used to perform numerical simulations (in both time and frequency domains) with dimensional parameter sweeps to achieve a centre frequency of 6 μm or 50 THz. The top cross-shaped resonator is made from a thin gold layer (with thickness t m = 100 nm). The lattice constant G = 2.2 μm, cross-length L = 1.9 μm and crosswidth K = 0.5 μm. An Al 2 O 3 dielectric spacer layer (with thickness t d = 200 nm) is introduced between the two metal layers. Since the bottom screening metal layer is thicker than the skin depth of gold at the lowest frequency of interest, there will be zero transmittance [31] . Finally, a rigid substrate is used for structural support (its dielectric properties are not important), as well as serving as a heat sink (if used as an emitter).
For angular frequency ω, transmittance T(ω) = |S 21 (ω)| 2 and reflectance R(ω) = |S 11 (ω)| 2 are obtained from simulated scattering (S-) parameters, and the absorptance A(ω) is then calculated as A(ω) = 1 − T(ω) − R(ω). Figure 12 shows the resonance frequency f r = 50 THz, corresponding absorptance A = 95.9 % and fractional bandwidth BW = 19.6 %.
To use frequency-selective thermal emitters for THz Torch applications, the frequencysize scalability of the design needs to be evaluated over the spectral range of interest. The scaling factor is defined as the ratio of the new to the 50-THz reference resonance frequencies. By linear scaling all the dimensional parameters shown in Fig. 11 , the predicted simulated resonance frequency, corresponding absorptance peak and fractional bandwidth are shown in Fig. 13 . It can be seen that frequency-size scalability is near-linear over the entire spectral range of interest. A scaling error can be associated with each performance parameter using
where P simulated and P predicted represent the simulated and predicted values of the performance parameter (e.g. resonance frequency), respectively. It has been found that the absorptance peak shows the best linear scalability (with |e s | < 2 %), followed by the resonance frequency (with |e s | < 5 %). Although the fractional bandwidth is not linearly scalable (with |e s | ∼ 25 %), this parameter is of lesser importance and can be further optimized as necessary.
One of the advantages of using frequency-selective thermal emitters is that each channel source can have a be-spoke design, in terms of resonance frequency, emissivity and fractional bandwidth. This removes the need for commercial emitters and optical coating filters. Moreover, the design and implementation of frequency-selective emitters can be arrayed onto a single substrate, leading to an integrated module that is lightweight, compact and low cost. One of the challenges for these frequency-selective thermal emitters is that in order to obtain a high output power, the temperature of the emitter has to be increased (e.g. to ∼500 K), and the material deformation and degradation have to be considered. 
Conclusions
In this paper, we first briefly introduced the THz Torch technology, along with its hardware requirements. Fundamental limitations associated with the front-end hardware were identified; engineering solutions are then proposed and verified. For example, free-space spreading loss can be compensated for by employing reflectors (e.g. Winston cone) and collimating lenses made from suitable materials. Moreover, channel density can be increased by using commercially available thermal sources or be-spoke frequency-selective emitters.
New simulation/experimental results are given to quantify the effects of introducing engineering improvements in a number of enabling front-end technologies (not previously demonstrated with our specific THz Torch application); while comparing and contrasting other technologies act as a useful review. Collectively, we believe that our paper points to a raft of engineering solutions that will significantly improve the performance of future systems and thus further promote the new application.
These practical engineering solutions are expected to be implemented in next-generation wireless communication systems; improving both the data rate and transmission range. Moreover, with the continual advancements being made in front-end thermodynamics, backend electronics and signal processing, other THz Torch applications are beginning to emerge, such as spectroscopy [26, 27] and imaging (with 2D scanners and 3D tomography). With these applications, purely reflective optics can be used in the experimental setups, which are low loss, more broadband and cheaper than having IR lenses.
